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(57) Abstract: Tn a mobile router, a runnel failure detection unit detects failure of packet tunneling executed by using a mobile 
router interface. According to the failure of the packet tunneling detected, a multihoming detection unit searches an interface having 
a connection route to a global network among a plurality of interfaces of the mobile router. A bidirectional tunneling unit executes 
packet tunneling by using the interface searched instead of the interface in which the packet tunneling failure has been detected. 
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fiW^g *$ «t tf-t © * ^ /U* y M7 - * ffiftl H i" 5 o 

10 

«fc 5fc*o-C#TV>5. Mxfi, "Network MobiHty Support 
Terminology" ( Ernst, T., and Lach, H., Internet Draft: 

20 draft-ernst-nemo-terminology-01.txt, Oct 2002, Work in Progress) $3 J: Xf 
"Network Mobility Support Requirements" (Ernst, T., and Lach, H., 
Internet Draft: draft-ernst-nemo-requirements-00.txt, Oct 2002, Work in 
Progress) lcfBi££*LTV^ J: 5 fc^ y YV — V bWt£fi%t&%\ 

#^yi?*y , <3-£V)®®-tZ*y b7-^M^oc*.5, 

25 ^'IjArXyhV—Ptiy *y hl7 — 4 1/ 2 — *y Yt£¥<Dt?u 
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j^v^xi^:}^-!:, 9 h >>^> ^Vt/Vf^ ^/VT-^^y^ (P 

L7t^oT s ^/^^^y h^-^dfp^Ili, IPv4 ("Internet 
15 Protocol", DARPA, IETF RFC 791, Sep 1981 #Rg) T'O^/W/V IPv4 
("IP Mobility Support", Perkins, C. E. et.al., IETF RCF 2002, Oct 1996 
#$0 33 JztM P v 6 ("Internet Protocol Version 6 (IPv6) Specification", 
Deering, S., and Hinden, R., IETF RCF 2460, Dec 1998) "CW^M >V I P 
v 6 ( "Mobility Support in IPv6", Internet Draft: 
20 draft-ietf-mobileip-ipv6-18.txt, Work in Progress, June 2002) XWR^ 
TV^^W^tf V Tj-V-tf— hcDP^JtS^fi^ft-oTl^c ^EvM/H P v 
4^^y<4^ I P v 6T©±IIWI4> *y h V — 13 fctf L£fl* 

<d*^ > t an- <& * try r-r h ^iftts^ttfeSo 

^/•^^/U I Pftts #*^<>f /v/*- Ktt@*r©Jfc~-A -f ^St^LT^ 
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<tL<D7*-v h?-?\zmMvx^zm&te. ^^^^ 

J — Klcte, ii^, M7F>^ (care-of-address) k UTftl h — 
Y-hM&<Dy x-y h9— ? ^g^frfc^-et, 

10 i^^Mi, *^-fA'/ — Ko*- AT Fi^^^W^nfc^ yt— ^Sr^S 
Lfertfrtffe fcfcV\ ^LT, IP-in-IPh^!)V^ ("IP-in-IP 
Tunneling", Simpson, W., IETF RFC 1853, Oct 1995 jo J; ^"Generic 
Packet Tunneling in IPv6", Conta, A., and Deering, S., IETF RFC 2473, 
Dec 1998 #88) tftffi tt, */<>f A' / - KOftftT K W^fc^^r y h £$5 

15 a&Lfcrt;ft«fc&fcv\, I P- i n- I P h**9 a-wi-AstD I 

P/^y buoys' vx^y^Mt-t^^t^ffb bor-bZo t?^ 

f-/WO^-ir «/ h teftgB^ $/ 1- (inner packet) <b Pff* w t h fc "9 „ ft 
y h £ # ^ir/Wb-f 3 *r L W< y h fi^fFM <ryl« (outer packet) 

^, wu _£ /WV— $ (D-fc — Arc— h fc©W©2K;fr|6] Y'yff'A' 

SrflJffl 1" £ t> <B "T? *> 3 ("Mobile Router Tunneling Protocol", Kniveton, T, 
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et.al., Internet Draft: draftkniveton-mobrtr-03.txt, Work in Progress, 
Nov 2002 N "Issues in Designing Mobile IPv6 Network Mobility with the 
MRHA Bidirectional Tunnel (MRHA)", Internet-Draft: 
draft-petrescu-nemo-mrha-00.txt, Work in Progress, Oct 2002 > "IPv6 
5 Reverse Routing Header and Its Application to Mobile Networks", 
Thubert, P., and Molteni, M., Internet Draft: 
draft-thubert-nemo reverse-routing-header-01.txt, Work in Progress, Oct 
2002^ jo =fc tl* "Mobile Networks Support in Mobile IPv6 (Prefix Scope 
Binding Updates)", Ernst, T., Castelluccia, C, Bellier, L., Lach, BL, and 
10 Olivereau, A, Internet Draft: draft-ernst-mobileip-v6-network-03.txt, 
Mar 2002 #J$)o 

15 \C&tfZ>'*>rv h<DSl"-T<< ^<Ht5o *s<s( As/I*— Pis 

*y yy — tft7jr-yi'*v M7 — t? 5 b #fcfi. As/Is— 

£ t}\ ■ — Ai'-v'iV h <t (DfflX* IP— in— IPb l^A'&N^-t" 

20 h nyufc IP— in— IPb ^^±T't>^ffi-T5. r. 

.Y/Wfcy M7 — ^JCFRjd^^TCC*^^ 5/ b J**.— v 5 ^ V b fclfiBI * H> 

IP-in-IP b^^Sr^-bT^E-^-Y/WW— *Mtei££ft5 - i 

$U IP-in-IP f y^V^^T Lt Ax-^sV F Cfeg l, 
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.hxllO^ft hy^/Ha5WE47^o-ft1t IPv4 

5 ^^i-S^^c^-r ^'w^-f 7*—:* <54&£\ b!7 

— ^ tt-=r/l^jfc— At * "9#5c *Hb<D-f ^^7*- *#S£T|*| — ©A^ 
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Z(D £ 5 ftttfc, M7— — K* s £ b&K38JLSrfr5 

^ti-s^sA^c, ma*&<i>w&*z &KJi^*tt*5. 
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<o%- <o4 1/* 7 z&ik^&ii.. femztitcm-vj ^*?7 
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15 H14Att s ±1B^^ -f /wu— * *5 tf % {&<vW>ftM%UW-tZ> tz.&<D7v 

20 fc** #369! M7 — ^MHUfellSrii 

^y^^y^7s-7 (ingress interface) <D* y h V — ± * ^ h 
#T KVX^MU *-Ai>-^xV YK^^yfj y^7y^7- b& 
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^ ^V^-i^/^y — X (egress interface) Sr^^^-fS^'M /WV— £ 
fcfc£fcfcW*i-5#*i& s fcv\ r©«fc^ 7 */u>/V- 

25 t^Stifcftx ^Hii55SI^5. 
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5 */<>ry Y Vis^D fix iBrtfiSo^y He* 

«jilll*-t?©fli©»»liB6«:ftifei"a6flru*:^<^y r k*b5/v-*T- 
15 b"5 0 

y^-^tfcfi-r ytU i?*^ h?-^^ LTflMB-fSI'IH** r 

20 !7-^IiO'^f 5« F^— «7fc-C£>5^-W/W — F&, ^ 

25 «LTV*fcjWcJ: bT^^-Y^^- F^PJjfT*t5«t 5 fci-Sfc&fc^/B-f 
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4 ivS"— K© r^-AF^-fyj tf 5. 

10 *v h7-^^i^fifefi§Jx57 F^t hSP-^I'M^ 

-f/W — KWM7 Kl/^OSftf^- * *&froT, AV - K©2fc— 

15 A7K^faTO^^ b /l-y - K®M7 K VX icfelf 5 t. W 

^{f^ (JE-^-fA'y— K) ©3WE©«f+T KV^*9tflT# (*«-Ajc— 
20 ^>*fc»4= V^tJs°^^> h / — K)l2l3i*P-fS 1 t>©"C*>«o-^l-i-3-C. 
gflMHWfc:*5V^-t> — K©*Ltt7 KWXt*^7 t©RB 

m r/<w i^x-f f^j ^f^p,^5o 

fc*5, £AT©!Bi£T'^ ^^©^t-M^SfcfcWlfteilfcfcV^ A 
25 f£iftfr#\ B#H^ 1#3t> -€r©flb©^7^—^*5^$ti/5*s, i©J;5*A 

5„ 
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y M7 — ^ 10 1 t^/MA^y h 7 — ? — A© 

5 A** y YV — t 1 0 2, 1 0 3rt©fbf1sr±ftjfrffc;£3x5. 

El l -Cfi, ^e^iOw^y YV — ? l o 2©*/^;^-^ 121^ 

— ^/V^ y f !7 — 1> 10 1 ©~oCC»T^-fe^5^W chills 112 U 
t^a-^M >y h V — V 10 1 ^V*^ ^^7^— * 

10 fc, h 103k *^^f YV — V 10 2 (C^^U 

$eU B-O, i/n— /^U-^s/ M7 — ^ 10 1 ©T^ir^^-f 1 3 lc*Sf 

it5^^t^^^y^7*^-^^LX^n-/V^-7 — * 10 1 

15 h!7 — ^ 1 0 2, 1 0 3 fi^-f -r/l^* — AT?tt*» 5 

M#tCf±^V^S*>S. *^/f/WW^ 13 1 r±±ia^f ^V^'fy^s^ 
^i/p-^/^y h!7^io 1— <nmmB$k (SIT r^aw^ftRj 

— ^ 1 0 2 rtro^^-f/Vy — K 1 2 2 d^fS — 0©f h/W— ^, 

20 b*>*/M^-? 1 2 lo^attv^. — t^Myf^ 

1 0 3rt©*/-«'</U'y— ki 33a 3 4^f ) iiio©77^F/i' w ^ ( 

1-fc*>"&*/M * 13 1, 13 2^axtV^ D 

25 0 1t*§ilfc^/Wi'-^12 1, 13 1, 1 3 2 f±P*R<PrtlfMf*J& 
^fLTV^„ 0 2(i, */M/WW?12 1, 13 1, 1 3 2©rtfflM*j£ 
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13 1, 1 3 2W\ ±ffcW-^*B2 0 1. 
^^jSl3.z=.y b 2 0 2, I^b^yy^^S' h 2 0 3, b ^ 

? 4 (£*T IV^*7^-*J 2 0 5 - 1, 2 0 5 - 

5 2, -, 2 0 5-NW5o £AT, ^y^7x^ 2 0 5-l~2 0 5- 

±{fc W ^2 0 1 f4, Mx«IPv4^IPv6 l£Z<D*y M7-^^ 

Ufc^-C©7°n h 3/1^^* T'-fe/Hbi" SHIS© h3^i"y^S:*it 
10 Z>zfuy?X'hZ> a mWiK, ^y^7 I -^ 2 0 5-l~2 0 5 -NI4, ^ 

— ^y^7x-^2 0 5-l~2 0 5- 

15 N) fcte, 4>f\s*-4 i^fy^ — xt LXffiv^bixS— o&JtoW i/?y^ 
J i/f^x-i ^*y^—xb tTfflv^p ) w-oPi±(D'^y : ?7I 

^/^-f/W* 5/ M7 — M 0 2, 103) ±©^y b7-7f* (#I?C 
tf, W^-Kl 22. 133, 134) iMtt*5^ 4 >?V7,4 
20 y^s-^tt^P^^^"^ (f'Jxfi*, 
10 1) ^ggLTV^ 

IH&|pA*ttfc«flHlO«IIBtt (-rtefrh. y;i/f*-5y^^=yf2 

0 2, 3X77 IrI bls*D V#=l~V h 2 0 3 *S b ^*/M$#&*fl^- V b 

25 2 0 4©»«tt) fcoVvrfE*"*-*. 

h 2 0 2(4, bV — 9^<D'< 
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— 2 16 f iot-fy?7i^ 2 0 5^bAot< b 

X211 fc£oT,ii#'<0&8L£fT5?!:fcfc±teW^«fl2 0 1 tC^I^^So 
5 £ 5 ^^tft*P3-=y p 2 0 2 f±, ^y^7x-^ 2 0 5 - 

1-2 0 5-N©4»K: N <|t7P-^ 2 1 9^U7^r^7/N^> 

^-^12 1 s 131, 1 3 2g^/Vf*- A^^fSiH 

10 TSSLJifo h^*V Z/y=L~y f 2 O 3 14, £U*-T 3 ^ y b*s £Vaitt|*f 5 

^21 2A^amjSH ; 5^"C©^^r?' Mt^^t^UJjt, 

3&fflV>-C3tti0&'f ^#7* — * 2 0 5 fcESE^^ry h «r£) •? #x. 5 r t & 

*2 0 5 Mig&§/& 5 3££> £>*b5 tteZo 
20 ^^I&J h^-* y W^zz. V f 2 0 3 f±, Vl/*/l'<DtpX*%Zf±Mk£tlit 

-r-tifP2 o i tt^s. 

F^;Hlfjt^yb 2 04ll fit 7n-/^2 l 8^U, 3? 

(omg&Wito-tZo I«y^MII*ii, r # p>-*/w^ 

5/ hfc»»tft5IB*^*v^»^K:)ai9#5.^oJ;5*>^-*/>'©l»tFris 
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tC N — ;* 2 0 5 Sr-^tflS i A/if«7)^-^*fc«#^<D^ y;5'7x- 

5 i&LTV^ 0 f y ^;Kltt* ^ - ^ f 2 0 4 © i f A ^ - 

IB©) 3W*I^^J' h 
10 /Vj,^f5fg^ftLT^5„S^ hV*/w|*#tftfti3-=S' h 2 0 4 fi, 

= y h 2 0 3fi, |t*7B-/<^ 2 15 LTiSisU ft^mSrff-f 3 r. £ 

15 fc&5 0 

rft#/W- $\ tf 5), Lfti»oT, *-5 h 2 0 2 

20 tt\ i^Tf#tl:lSftftl!*ftfct. ^f*-5^1Ha5}- b 2 0 
2 fix teOtt^-^^fctfeffi^Sfc*^ PJ^i-^^TcD^^y 
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-CfcSo ffl%-t£. "Neighbor Discovery for IP Version 6" (Narten, T., 
Nordmark, E., and Simpson, W., IETF RFC 2461, Dec 1998) ^IBiz!! £ frLfc 
I P v 6T&mU%fc&^X, )V—^ifi^(o4 ^*fv* ]) i/t ±.<DJ— K&cT 

10 ^12U 13 1, 1 3 ZiCv/l'f^^y^s^i' [-2 0 2?: 

1 p v 6mmx*miM~fz>-m-&\zte\<^xte, ro: t Lxf&<Dixw^~- 

^<Dft#/l^ i?Sr. ^vl^* — 5: ^^n-- y h 2 0 2(C JloT^r^^tL 
15 ^bl^^/W^^l 2 1, 13 1. 13 2lt »©7^f^^ 

i/?7^~*b LTKBiJ^tv. -xvv^Tjs— 5 v^fti^^s, h 2 0 2{e:J;o 

25 -7/^^-5 i/^&^-S' h 2 0 2 fi, -f 2 0 5 - 1 - 

2 0 5 -N%mM&}^m.U1-Z<nX\ t>{±^>T^7 i ^^T^«^V^-^^V^^ V 
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^V^t\ ^<-f;WV-^l 2 1, 131. 1 3 2 IC*5^5»^{C0V^TE 

? (#!I?Lte\ ^/W/WW^l 3 2) K&V^T-f Jfisx-J y^7s- 

(Mxif±\ *^;wv-^i2i) fc&v^-C-f fuxj y xi>><? 

fy^U >^<D^*£&£nLfc4&-£\ ^-jr? h h V > V ' (Ditto <Dftm<0 

4 i/f-y x. — x bfc&-t&o 
15 "Wl^*— ATJ4V>*^^'- 1 3 2K*5tt5gfrf£{£oV^ia 

3 £#R8 L4# £»UiP^-r So 

j>y^;^|^aiy h 2 0 4/5S^^^^rc — ^ 2 0 5 - 1 &JBWc3X 

y ^©^WSr^P (Si 0 10) Lfc^s 

i o 2 o). ^(D^m<D-m^ ifu-^^m^mir^^-^tMxm^-^fD 

v * ^^^*i^■cv^«4&'S• (s i o 2 o : ye s), y^ r±©*5BE/i'— 

»&U ^T^7"S 1 0 3 OKiitfo ?v~s</i'&l0tt:GirZjl"-<Sr&&&. 
LfcV\ o£ ^©y ^ (S 1 0 2 0 : NO), 

25 ;wv-^ l 3 2fi§JHf^^Ae>^tt^li^fe*V^ (S 1 0 4 0). SJBMfctB 
^/^/WW— * 1 3 2(1^0-/^/^5/ h!7 — * 1 0 1 IcteiH-f 
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JWfft&fcV^ib UftftV^OTN Xr^Slll 0fcittf„ 

<2-f ^#^7.4 ^f7^—7*^ mmirtitZ, jg&Lfc/v— 

5-AJ tf 5) OSftT KV^fflft^B-W Ku^f^v^li 

£>^#T K^^*r*#i-* (fJ 1 ? ^TTt> fe ?) i&SttiS*)* (S 1 0 3 0 : 
YES) fcft, «RLfc^^^£»*ft7 FV^^l#t5 (S 1 0 5 O). 
10 — 3r\ ^|E7 KW^^t^/^o KV^tfcS^lis jttRLfc/i' 
— ^a>fe*#r F^^S:m#1-5^tt^^VN (S 1 0 3 0 : NO) fc£>, 
^fy/S 105 0.S106 Olr^^-yT'tt^ryT'S 1 0 7 0 iciitp. 
fc*^ vyuf y^a-y h 2 0 2 fi, if L^fttf/l'— 

15 W\ ^jL^ftfcft^-^^ttT Ku^lt b y t t t>K 

^tt, 7fyysi 0 6 0tft, ^fy/S 1 0 5 0fO^#7K^ 
20 BfcWfc^SlLfca^^ftfUJCf 5. ^#Th>^iW5!ltfci^ (SI 
0 6 0 :YES)^fyyS 1 0 7 0 fciltf— £t#T KV*I&#^ifcc$C 
Lfcit^ (S 1 0 6 0 : NO) % ^TS'T'SllO 0 K:i§t? 0 

^x>y^S 10 7 O-Ctt, il^Lfc/V— ^SriiCT*— Arc-^^y 

25 W\ ^-/M/WV— c? 1 3 2 #^#Ir) b V*fr<DMtfsT 

^ 2 0 5 -A©7 Ki/^(rfJ!t5tl:^'-Ai-v i *> Hniift-T 5 7c£> 
k: SUB* ft 5. ^LT X /<^f yf ^ V^7 yT 1 ^ bMl^tS t^f 
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(ACK)- <D3i\% Sr#o D 

ACK^§:jf Lfcm-a- (S 1 0 8 0 : YE Sh #-Ax-?;sy h 4: ©3?*r 

[fij h^/uasBBJltili LT*rfcfc:*M*£;h.fcr. ttcft*. tit, 
5 :/S l 0 9 0 jciitf. — ACK©SH#i+I^^A7?K::*ofci 

•S^fcteM/fc^ (NACK) Srgfit Lfcm-^ (S 1 0 8 0 : NO). y 

^Sl 100 JdiitPo 

T^S^S 10 9 Oflis 3K#tR] h^^y V#z3-~y F 2 0 3I4, -f 

7*-^ 2 0 5 -a*^|r1 h^4^©Hi3S^ irfcS'f 
10 ^i:Utffflt-#5i5lJ:t5irifcl', >fy^7i-^2 0 5 -A^&i 

15 0 fCiltfo 

xr^sno ox*«s mnvtc^-^^v * hfrbfaft-rso -©<£ 

S&^ffc-fS r. 3. y^S 1 lOOlrSltfLtt, ^ry/Sl 
20 0 2 0 lCM5o 

^ry^S 111 0T*fi, h^A'K<Flfc*li3-=s' h 2 0 4 ft, ijD^tt 

TV>3 y t> ^—7- 2 0 5 - 1 ^n — /</U-Jfc y V9 — ? 

i o i toov ? <omM.*'fi *> ° tLt, r©y ^^*sia«"f-s*-e«Si8t6?j 
^m&tTV\ ro!) y^^0SUfcMs ?t^s i i 2 o fciiiPo * 

K*u ^7^-* 205-1 srjBv^fcSJcfrfa h>-^y yy&wM-rz>o 
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*/^/ww * i 3 2 aMft«c<z>&#T r. t 

aSTOt?*«. J:«J*#:«Jfctt, ■r/l/f#-5^*jSia=5'b20 2aJ» 
10 9fcLfc4§<a\ /v-^^W^ttl^#7 Kv^StW^f^ 

15 &v^t\ /u^t}* — A ©-t/'W /WW — ^ l 2 UE *3 5 SbfEte 0^X134 
AS3«ttJ«0 4BSr#RaL**s&lftWi-5o 
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